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Abstract

Through this research, it becomes clear to us that the rules of banking secrecy
contained in legislation, in particular the Iraqi legislation, are insufficient alone to
protect the information and electronic customer data in banks due to the great
development witnessed by trade in general and e-commerce in particular, and in
order to attract the investor, the quality of banking services provided by banks,
especially electronic to keep pace with the rapid changes in the world of trade and
economy, must be improved.

Therefore, legislation in most countries sought to organize and develop a certain
system to protect this information, which is called information security, which must
work in tandem with the rules of banking secrecy to attract investors as a result
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of this protection guaranteed by legislation and as a result of its reassurance on
its information and data that represent its accounts and banking operations, the
greater the confidence in the banking sector, the more this leads to activating the
movement of commercial and economic life of countries.

As far as the Iraqi legislator is concerned, the text on the rules of banking
secrecy has been contained in many legislations, foremost of which is the
constitution, in addition to the laws of Labour, Penalties and Banks, and the Iraqi
legislator stipulated the second axis complementary to this protection, which is the
security of information in the law of Electronic Signatures and Transactions No.
78 of 2012, as well as the electronic payment services system No. 3 of 2014, and
this indicates something, it indicates the legislator’s awareness of the importance
of this information and its role in the development of The banking and economic
sector in general, If protected and surrounded by sound legal rules that ensure a
safe banking environment for the investor.
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(26) L.Loveland, “Constitutional Law a Critical Introduction”,2nd edn,London,Butterworths,2000
,p19.p57.212.p246.

(27) J.G.Merrills and A.H .Robertson ,Human Rights in Europe: a study of the European
Convention on Human Rights, 4th edition ,Manchester, Manchester University press,2001,p138
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(32) 330Failure to disclose: regulated sector
(1)A person commits an offence if [F1the conditions in subsections (2) to (4) are satisfied].
(2)The first condition is that he-
(a)knows or suspects, or
(b)has reasonable grounds for knowing or suspecting,
that another person is engaged in money laundering.
(3)The second condition is that the information or other matter—
(a)on which his knowledge or suspicion is based, or
(b)which gives reasonable grounds for such knowledge or suspicion,
came to him in the course of a business in the regulated sector.
[F3)2A)The third condition is—
(a)that he can identify the other person mentioned in subsection (2) or the whereabouts of any of
the laundered property, or
(b)that he believes, or it is reasonable to expect him to believe, that the information or other
matter mentioned in subsection (3) will or may assist in identifying that other person or the
whereabouts of any of the laundered property.
(4)The fourth condition is that he does not make the required disclosure to—
(a)a nominated officer, or
(b)a person authorised for the purposes of this Part by [F3the Director General of the National
Crime Agency],
as soon as is practicable after the information or other matter mentioned in subsection (3)
comes to him.
(5)The required disclosure is a disclosure of—
(a)the identity of the other person mentioned in subsection (2), if he knows it,
(b)the whereabouts of the laundered property, so far as he knows it, and

(c)the information or other matter mentioned in subsection (3).
(5A)The laundered property is the property forming the subject-matter of the money=

yv1




(Y +) 2l ¥ oYY Aalid) diad) dpuabgeal) o gladl 5 ¢y gAY 208 Alna (o SR alal)

) Jrt Alls 8 daya adie Juatilly Ly cilillly cilasleal) (o - Liad!
@S] 28y (el sV Cilasteay lin lea s alall a1 e leliiin aay 13a;
clady) e ¥ 4l ¢ Ao Crad Sun 93l ek e YTV salall el el
p Glagleal o Zlady) o ad GV W)a Al ADA) gyl 4y yagn o))
B b el addll U Cels Lgie zlaiy) a3 3l @lbibally cilagladll -
b Uaygia Lad s ) Ll ol alell Alghae Cload 40al (585 ) 4idy ol aial)
Gl A e Cilaga o) @Dlea Tabia o) oyl CalS (6 o) - s det
‘5.\5.43\ u.ul.uj(w) ...... fL.AAQAJ‘ UAA.A;\” ‘55\ &L\LAJL.‘J\ dﬂjm@&u&a&hﬁj

=laundering that he knows or suspects, or has reasonable grounds for knowing or suspecting,
that other person to be engaged in.

(6)But he does not commit an offence under this section if—

(a)he has a reasonable excuse for not making the required disclosure,

(b)he is a professional legal adviser [F4or F5... relevant professional adviser] and—

(i)if he knows either of the things mentioned in subsection (5)(a) and (b), he knows the thing
because of information or other matter that came to him in privileged circumstances, or

(ii)the information or other matter mentioned in subsection (3) came to him in privileged
circumstances, or

(c)subsection (7) [F6or (7B)] applies to him.]
(33) 337Protected disclosures

(1)A disclosure which satisfies the following three conditions is not to be taken to breach any
restriction on the disclosure of information (however imposed).

(2)The first condition is that the information or other matter disclosed came to the person
making the disclosure (the discloser) in the course of his trade, profession, business or
employment.

(3)The second condition is that the information or other matter—

(a)causes the discloser to know or suspect, or

(b)gives him reasonable grounds for knowing or suspecting,
that another person is engaged in money laundering.

(4)The third condition is that the disclosure is made to a constable, a customs officer or a
nominated officer as soon as is practicable after the information or other matter comes to the
discloser.

[F4)1A)Where a disclosure consists of a disclosure protected under subsection (1) and a
disclosure of either or both of—

(a)the identity of the other person mentioned in subsection (3), and

(b)the whereabouts of property forming the subject-matter of the money laundering that the
discloser knows or suspects, or has reasonable grounds for knowing or suspecting, that other
person to be engaged in,
the disclosure of the thing mentioned in paragraph (a) or (b) (as well as the disclosure protected
under subsection (1)) is not to be taken to breach any restriction on the disclosure of information
(however imposed).]

(5)A disclosure to a nominated officer is a disclosure which—

(a)is made to a person nominated by the discloser’s employer to receive disclosures
under[F2section 330 or ] this section, and

(b)is made in the course of the discloser’s employment F3....
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(34) (1)For the purposes of this Part a disclosure is authorized if—

(a)it is a disclosure to a constable, a customs officer or a nominated officer by the alleged
offender that property is criminal property,

(b)F1... and

(c)the first [F2, second or third] condition set out below is satisfied.

(2)The first condition is that the disclosure is made before the alleged offender does the
prohibited act.

[F2)3A)The second condition is that—

(a)the disclosure is made while the alleged offender is doing the prohibited act,

(b)he began to do the act at a time when, because he did not then know or suspect that the
property constituted or represented a persoms benefit from criminal conduct, the act was not a
prohibited act, and

(c)the disclosure is made on his own initiative and as soon as is practicable after he first
knows or suspects that the property constitutes or represents a persons benefit from criminal
conduct.]

(3)The [F4 third ] condition is that—

(a)the disclosure is made after the alleged offender does the prohibited act,

(b)[F5he has a reasonable excuse] for his failure to make the disclosure before he did the act,
and

(c)the disclosure is made on his own initiative and as soon as it is practicable for him to make
it.

(4)An authorised disclosure is not to be taken to breach any restriction on the disclosure of
information (however imposed).

[F4)6A)Where an authorised disclosure is made in good faith, no civil liability arises in respect
of the disclosure on the part of the person by or on whose behalf it is made.]

(5)A disclosure to a nominated officer is a disclosure which—

(a)is made to a person nominated by the alleged offender’s employer to receive authorised
disclosures, and

(b)is made in the course of the alleged offender’s employment F7....
(6)References to the prohibited act are to an act mentioned in section 1)328 ,(1)327) or 1)329)
(as the case.
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(3)In this Act “worker” (except in the phrases “shop worker” and “betting worker”) means an
individual who has entered into or works under (or, where the employment has ceased, worked
under)

(a)a contract of employment, or
(b)any other contract, whether express or implied and (if it is express) whether oral or in writing,=
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=whereby the individual undertakes to do or perform personally any work or services for another
party to the contract whose status is not by virtue of the contract that of a client or customer of
any profession or business undertaking carried on by the individual;

and any reference to a worker’s contract shall be construed accordingly.»

(39) K.Brealey and S.Bloch,Employment Covenants and Confidential information ;Law Practice
and Technique, London Butterworths1999,p22; S.Deakin and G.S Morris ‘Labor Law’ 2nd edn,
London ,Butterworths,1998,p339.

(40) H.Collins,K.D Ewing and A.McColgan,’Labor Law; Text and Materials ‘Oxford,
Hart,2005,p155-150.

(41) https:/lapp.croneri.co.uk/law-and-guidanse/case-reports/faccenda-chicken-ltd-v-fowler-and-
others-1986-irlr-69-ca
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(87) Basic interpretative provisions
(1)In this Act, unless the context otherwise requires—
“data” means information which—
(a) is being processed by means of equipment operating automatically in response to
instructions given for that purpose,
(b) is recorded with the intention that it should be processed by means of such equipment,
(c) is recorded as part of a relevant filing system or with the intention that it should form part of
a relevant filing system, or
(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record as defined
by section 68;
“data controller” means, subject to subsection (4), a person who (either alone or jointly or in
common with other persons) determines the purposes for which and the manner in which any
personal data are, or are to be, processed;
“data processor”, in relation to personal data, means any person (other than an employee of
the data controller) who processes the data on behalf of the data controller;
“data subject” means an individual who is the subject of personal data;
“personal data” means data which relate to a living individual who can be identified—
(a) from those data, or
(b) from those data and other information which is in the possession of, or is likely to come into
the possession of, the data controller,
and includes any expression of opinion about the individual and any indication of the intentions
of the data controller or any other person in respect of the individual;
“processing”, in relation to information or data, means obtaining, recording or holding the
information or data or carrying out any operation or set of operations on the information or
data, including—
(a) organisation, adaptation or alteration of the information or data,
(b) retrieval, consultation or use of the information or data,
(c) disclosure of the information or data by transmission, dissemination or otherwise making
available, or
(d) alignment, combination, blocking, erasure or destruction of the information or data;
“relevant filing system” means any set of information relating to individuals to the extent that,
although the information is not processed by means of equipment operating automatically
in response to instructions given for that purpose, the set is structured, either by reference
to individuals or by reference to criteria relating to individuals, in such a way that specific=
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=information relating to a particular individual is readily accessible.

(2)In this Act, unless the context otherwise requires—

(a)“obtaining” or “recording”, in relation to personal data, includes obtaining or recording the
information to be contained in the data, and

(b)“using” or “disclosing”, in relation to personal data, includes using or disclosing the
information contained in the data.

(3)In determining for the purposes of this Act whether any information is recorded with the
intention—

(a)that it should be processed by means of equipment operating automatically in response to
instructions given for that purpose, or

(b)that it should form part of a relevant filing system,

it is immaterial that it is intended to be so processed or to form part of such a system only after
being transferred to a country or territory outside the European Economic Area.

(4)Where personal data are processed only for purposes for which they are required by or
under any enactment to be processed, the person on whom the obligation to process the data
is imposed by or under that enactment is for the purposes of this Act the data controller.

(88) SCHEDULE 2

Conditions relevant for purposes of the first principle: processing of any personal data

(1)The processing is necessary for the purposes of legitimate interests pursued by the data
controller or by the third party or parties to whom the data are disclosed, except where the pro-
cessing is unwarranted in any particular case by reason of prejudice to the rights and freedoms
or legitimate interests of the data subject.
(2)The Secretary of State may by order specify particular circumstances in which this condition
is, or is not, to be taken to be satisfied.
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